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Many companies are grappling with the security challenges associated with implementation of 

remote working requirements due to the COVID-19 pandemic. Below are some general 

recommendations to consider that could help mitigate privacy and security risks for employees 

working remotely. They incorporate key insights from data protection regulatory guidance and 

expectations, but should be tailored to the existing policies and business requirements of your 

organization.  They are not intended as legal advice, and you should seek counsel if you have 
legal questions.   

 

With a substantial amount of employees working remotely, privacy and cybersecurity risks can be 

heightened based on, for example, how personnel handle sensitive information, increased 

interaction with company assets and infrastructure (including cloud-based elements) from a variety 

of non-company locations, and increased cyberattack attempts targeting organizations adjusting to 

new working arrangements and the increased use of remote connections.  

 

One increased threat vector many businesses are grappling with is personnel seeking to share 

information with personal accounts that are more easily accessible at home (for example, sending 

emails to personal accounts with sensitive information attached, taking home sensitive documents, 

downloading information to personal devices, or uploading sensitive information to personal cloud-

storage accounts). Where personnel access the company’s network remotely, unsecured 

connections could increase the risk of attackers or malware finding their way onto systems 

interacting with company systems and information (e.g., if personnel access the network via 

unsecured Wi-Fi connections) or your network could become overburdened, reducing the availability 

of key resources.  

 

Furthermore, there have been a number of reports that hackers are targeting company networks 

with phishing emails purporting to contain important coronavirus updates from ‘official’ sources, and 

more generally that attackers see companies as more vulnerable overall in these evolving 

circumstances.  

 

Please let me know whether I can be of any assistance as you work with your organization to 

address the shift to remote working and mitigating the associated risks. 
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Sample Remote Working Considerations 

 

• Employees should access sensitive information only from approved devices in according with 

applicable company policies. Confirm that mobile device management and other security 

software is up-to-date on such devices, consistent with company policy and instructions. 

• Employees should access the corporate network remotely only using approved secure 

methodologies approved by the company.  

• When accessing sensitive information, work in a private location (including within the home) 

wherever possible.  

• Ensure that you have a privacy screen on your laptop.   

• Do not print hard copies of documents containing sensitive information unless absolutely 

necessary.   

o Keep such copies out of sight (e.g., in a folder) when they are not being used.   

o Discard such records securely. 

• Do not leave your device, papers, or other media containing sensitive information unattended. 

• Store sensitive information only on approved storage devices, which should be encrypted. 

• Send sensitive information only through your corporate email account.  Do not send any 

sensitive information to a personal email account. 

• Do not upload sensitive information to a personal cloud storage account or any other 

unapproved site/repository.  

• When discussing matters related to sensitive information, be mindful of your surroundings.  Try 

to find a private area and moderate your volume to reduce the risk of being overheard by 

unauthorized individuals. 

• Do not leave in plain sight in a vehicle any devices, media, or records containing sensitive 

information, even if the vehicle is locked, and do not leave items in a vehicle overnight. 

• Please be aware that you may receive emails purporting to be from official sources containing 

updates about the coronavirus and other important topics.  If you receive emails from unfamiliar 

sources, please: 

o Avoid clicking on any links in the email; 

o Verify the sender immediately by reviewing the full e-mail address; 

o Do not provide any personal information or company information if requested; and 

o Contact technology support to report the email. 


